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Abstract: 
 

SQL injection attacks pose a significant threat to web 

application security, with potentially severe 

consequences for both the application and its users. 

Adversarial attack methods, including black-box and 

white-box approaches, can be used to exploit 

vulnerabilities in web applications and gain 

unauthorized access to sensitive data. In this paper, we 

present a comparative study of black-box and white- 

box adversarial attack methods for SQL injection in 

web applications, based on reinforcement learning. We 

evaluate the effectiveness and efficiency of each 

method using a range of performance metrics, 

including attack success rate, time to launch an attack, 

and stealthiness. Our experimental results show that 

white-box adversarial attack methods can be more 

powerful than black-box approaches, but they also 

require a higher level of access to the system. We also 

analyze the ethical considerations of using adversarial 

attack methods and provide recommendations for 

mitigating the risks associated with these techniques. 

Overall, our study sheds light on the strengths and 

limitations of different adversarial attack methods for 

SQL injection and provides insights into improving the 

security of web applications against such attacks. 
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Introduction: 

Web applications are ubiquitous in modern-day 

society, serving as a primary means of delivering 

content, services, and communication to people across 

the globe. However, this popularity also makes them an 

attractive target for malicious attackers who seek to 

exploit vulnerabilities and gain unauthorized access to 

sensitive data. SQL injection attacks are one of the 

most common types of attacks on web applications, 

where attackers manipulate input data to inject 

malicious SQL queries into the system, compromising 

the application's security. 

Adversarial attack methods are commonly used to 

exploit vulnerabilities in web applications and gain 

unauthorized access to sensitive data. Black-box and 

white-box approaches are two primary types of 

adversarial attacks. The black-box approach assumes 

that the attacker has no knowledge of the internal 

workings of the system being attacked and relies on 

input-output pairs to infer vulnerabilities. The white- 

box approach, on the other hand, assumes that the 

attacker has access to the internal workings of the 

system, including the algorithms, data structures, 

source code, or configuration files. 

 
In this paper, we present a comparative study of black- 

box and white-box adversarial attack methods for SQL 

injection in web applications, based on reinforcement 

learning. Reinforcement learning is a type of machine 

learning algorithm that enables agents to learn how to 

interact with the environment by maximizing a reward 

signal. We evaluate the effectiveness and efficiency of 

each method using a range of performance metrics, 

including attack success rate, time to launch an attack, 

and stealthiness. 

 
Our study sheds light on the strengths and limitations 

of different adversarial attack methods for SQL 

injection and provides insights into improving the 

security of web applications against such attacks. 

Additionally, we also analyze the ethical 

considerations of using adversarial attack methods and 

provide recommendations for mitigating the risks 

associated with these techniques. Overall, our research 

aims to provide a better understanding of the 

effectiveness and limitations of adversarial attack 

methods for SQL injection and help improve the 

security of web applications against such attacks. 

 
2. Literature review 

 
SQL injection attacks are a type of web application 

security threat that exploits vulnerabilities in the input 

validation mechanisms of web applications to execute 

unauthorized SQL commands. Many research studies 

have been conducted to address this problem, including 
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the use of machine learning-based approaches to detect 

and prevent SQL injection attacks. 

 
Adversarial attacks are a common technique used to 

exploit vulnerabilities in web applications, including 

SQL injection attacks. Black-box and white-box 

approaches are two primary types of adversarial 

attacks. In the black-box approach, the attacker has no 

knowledge of the internal workings of the system, and 

the attack is based on input-output pairs to infer 

vulnerabilities. In the white-box approach, the attacker 

has access to the internal workings of the system and 

can exploit known vulnerabilities to launch an attack. 

 
Machine learning algorithms, including reinforcement 

learning, have been used to develop black-box and 

white-box adversarial attack methods for SQL 

injection attacks. For example, Cheng et al. (2019) 

proposed a black-box adversarial attack method based 

on reinforcement learning to generate adversarial 

examples that can bypass SQL injection defense 

mechanisms. In another study, Zhang et al. (2020) 

proposed a white-box adversarial attack method based 

on reinforcement learning to identify vulnerabilities in 

web applications and launch targeted SQL injection 

attacks. 

 
Previous research has also evaluated the effectiveness 

and limitations of black-box and white-box adversarial 

attack methods for SQL injection. For example, Ma et 

al. (2019) compared the performance of different attack 

methods, including black-box and white-box 

approaches, and found that white-box methods were 

more effective in identifying vulnerabilities and 

launching successful attacks. However, white-box 

methods also require a higher level of access to the 

system, making them more difficult to deploy in real- 

world scenarios. 

 
Ethical considerations surrounding the use of 

adversarial attack methods for SQL injection also need 

to be addressed. Adversarial attacks can have serious 

consequences for the security and privacy of web 

applications and their users, and researchers must 

consider the ethical implications of their work. 

 
In summary, the literature suggests that black-box and 

white-box adversarial attack methods based on 

reinforcement learning can be used to exploit 

vulnerabilities in web applications and launch SQL 

injection attacks. However, there are limitations to both 

approaches, and researchers must carefully consider 

the ethical implications of their work. Our study aims 

to contribute to this body of literature by providing a 

comparative evaluation of black-box and white-box 

adversarial attack methods for SQL injection in web 

applications. 

 
3. Methodology 

For the black-box approach, we used a deep 

reinforcement learning algorithm to train an agent to 

generate adversarial examples that could bypass the 

SQL injection defense mechanisms in the web 

application. The agent was trained using a reward 

signal that incentivized successful attacks and 

penalized unsuccessful ones. 

 
For the white-box approach, we manually analyzed the 

web application source code to identify vulnerabilities 

that could be exploited for SQL injection attacks. We 

then used a deep reinforcement learning algorithm to 

train an agent to generate SQL injection queries that 

could exploit the identified vulnerabilities and execute 

unauthorized SQL commands. 

 
We evaluated the effectiveness and efficiency of each 

method using several performance metrics, including 

attack success rate, time to launch an attack, and 

stealthiness. We also analyzed the ethical 

considerations of using adversarial attack methods and 

provided recommendations for mitigating the risks 

associated with these techniques. 

 
To ensure the validity and reliability of our results, we 

used a rigorous experimental design, including control 

groups and statistical analysis. We also conducted 

sensitivity analysis to test the robustness of our results 

under different scenarios and conditions. 

 
Overall, our methodology allowed us to compare the 

performance of black-box and white-box adversarial 

attack methods for SQL injection in web applications 

based on reinforcement learning and provide insights 

into their strengths and limitations. 

 
Algorithm 

 
Black-box adversarial attack method: 

 
Initialize the agent with a deep reinforcement learning 

algorithm. 

 
● Train the agent on the simulated web 

application environment using a reward signal 

that incentivizes successful attacks and 

penalizes unsuccessful ones. 

● Generate adversarial examples by feeding the 

input data to the agent, which outputs a 

perturbed version of the input that can bypass 

the SQL injection defense mechanisms. 

● Test the generated adversarial examples on 

the simulated web application environment 

and record the attack success rate, time to 

launch an attack, and stealthiness. 

● Analyze the results and compare them to the 
white-box approach. 

 
White-box adversarial attack method: 
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● Analyze the web application source code to 

identify vulnerabilities that can be exploited 

for SQL injection attacks. 

● Train the agent with a deep reinforcement 

learning algorithm to generate SQL injection 

queries that can exploit the identified 

vulnerabilities and execute unauthorized SQL 

commands. 

● Test the generated SQL injection queries on 

the simulated web application environment 

and record the attack success rate, time to 

launch an attack, and stealthiness. 

● Analyze the results and compare them to the 
black-box approach. 

 
4. Comparison: 

we have compared the performance of the black-box 

and white-box methods for SQL injection attacks in a 

web application environment using reinforcement 

learning. The success rate, time taken, and number of 

attempts required to execute the attacks were measured 

for both methods. 

 
Table 1: comparison 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

As can be seen from the table, the white-box method 

outperformed the black-box method in terms of the 

 
As can be seen from the table, the white-box method 

outperformed both versions of the black-box method 

in terms of the success rate, time taken, number of 

attempts, false positive rate, and false negative rate. 

The white-box method had a higher success rate (80% 

compared to 65% and 60% for the two black-box 

methods), took less time to execute (5 seconds 

compared to 12 seconds and 10 seconds for the two 

black-box methods), required fewer attempts (2 

attempts compared to 4 and 3 attempts for the two 

black-box methods), and had a lower false positive rate 

(5% compared to 15% and 10% for the two black-box 

methods) and false negative rate (20% compared to 

25% and 30% for the two black-box methods). 

 
Table 3 compared the performance of the black-box 

method with transferability 

success rate, time taken, and number of attempts 

required to execute the attack. The white-box method 

had a higher success rate (80% compared to 60% for 

black-box), took less time to execute (5 seconds 

compared to 10 seconds for black-box), and required 

fewer attempts (2 attempts compared to 3 attempts for 

black-box). 

 
 
 

Table 2: compare the performance of the black-box 

method with and without transferability 

Met 
hod 

Succe 
ss 

Rate 

Time 
Taken 

Numbe 
r of 

Attemp 
ts 

False 
Positi 

ve 
Rate 

False 
Nega 
tive 
Rate 

Black- 
box with 
Transfera 

bility 

65% 12 
seconds 

4 15% 25% 

Black- 
box 

without 
Transfera 

bility 

60% 10 
seconds 

3 10% 30% 

White- 
box 

80% 5 
seconds 

2 5% 20% 

Meth 
od 

Succe 
ss 

Rate 

Time 
Taken 

Num 
ber of 
Attem 

pts 

False 
Positi 

ve 
Rate 

False 
Negat 

ive 
Rate 

Black 
box 

60% 10 
second 

s 

3 10% 30% 

Whit 
e box 

80% 5 
second 

s 

2 5% 20% 

Issn No: 0393-9154

PAGE NO: 11

Coenoses Journal

Volume 44 Issue 6  2024



 

 

 

method Succe 
ss 

Rate 

Time 
Taken 

(in 
second 

s) 

False 
Positiv 
e Rate 

False 
Negative 

Rate 

Black-box 
with 

Transfera 
bility 

80% 20 10% 15% 

Gray-box 90% 15 5% 10% 

White- 
box 

95% 10 2% 5% 

 
 

we have compared the performance of the black-box 

method with transferability, the gray-box method, and 

the white-box method for SQL injection attacks in a 

web application environment using deep reinforcement 

learning. The gray-box method is a hybrid approach 

that combines the advantages of both black-box and 

white-box methods. 

As can be seen from the table, the white-box method 

achieved the highest success rate (95%), followed by 

the gray-box method (90%), and the black-box method 

with transferability (80%). The white-box method also 

had the lowest false positive rate (2%) and false 

negative rate (5%), followed by the gray-box method 

(5% and 10%, respectively) and the black-box method 

with transferability (10% and 15%, respectively). 

Additionally, the white-box method required the least 

amount of time to execute (10 seconds), followed by 

the gray-box method (15 seconds) and the black-box 

method with transferability (20 seconds). 

 
 

Conclusion: 

 
In conclusion, our comparative study of black-box and 

white-box adversarial attack methods for SQL 

injection in web applications using reinforcement 

learning has shown that both approaches have their 

strengths and weaknesses. The black-box method with 

transferability can be effective when the attacker has 

limited knowledge of the target system, but it may also 

produce a high false positive and false negative rate. 

On the other hand, the white-box method can achieve 

higher success rates with lower false positive and false 

negative rates, but it requires a more extensive 

understanding of the target system. 

The gray-box method, which combines the advantages 

of both black-box and white-box methods, can also be 

a promising alternative that offers a good balance 

between the two. The choice of the most appropriate 

method may depend on factors such as the attacker's 

knowledge and resources, the target system's 

complexity, and the specific attack scenario. 

Overall, our study has demonstrated the potential of 

reinforcement learning for SQL injection attacks and 

highlighted the importance of considering multiple 

attack methods and techniques in developing effective 

security measures for web applications. Further 

research can build upon our findings and explore other 

approaches and variations to advance the state of the art 

in this area. 

. 
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